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BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive

Windows 10 Pro 1709 64-bit (C:) BitLocker off

- um on BitLocker .
=
~
. . &
Fixed data drives

E: BitLocker off Starting BitLocker
Kabir (G2 BitLocker off @ This device can't use a Trusted Plat tF rm Medule. Your administrator must etth “Allow BitLocker
without a compa st TPH" optioninthe " Requweadd nal authentication at startup” policy for 05

Windows 7 Ultimate Pac
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Removable data drives - B
Insert a removable USB flash dri
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£[ Local Computer Policy

~ Operating Systern Drives
Require additional authentication at
startup

v & Computer Configuration

» || Software Settings Setting

oo AN
] Metwork
| Printers

i \iz] Allow network unlock at startup
Iv | Administrative Templates I Eidt palicy:setfin Ao sepne okl inteanbialidation
Require additional authentication at starfup

| Server
| Start Menu and Taskbar
| System

~ || Windows Components
| Actrivex Installer Service

| Add features to Windows 10
| App Package Deployment
| App Privacy

| App runtime
| Application Compatibility
| AutoPlay Policies

L Bioretrice

| BitLocker Drive Encryption

| Operating System Drives
| Camera
| Cloud Content
| Connect

Requirements:
At least Windows Server 2008
or Windows 7

Description:

This policy setting allows you
configure whether BitLocker

requires additional authentic

each time the computer start
whether you are using BitLoc
with or without a Trusted Plaff
Module (TPM]. This policy sefting
is applied when you turn on
BitLocker.

MNote: Only one of the additio
authentication options can b
required at startup, otherwise
policy error occurs,

If you want to use BitLocker on a
computer without a TPM, select
the "Allow BitLocker without a
compatible TPM" check box. In
this mode either a password or a

=

Windows Server 2008 and Windows Vista)

i=| Disallow standard users from changing the PIN or password

Allow devices compliant with InstantGo or HSTI to opt out of pre-boot PIN.

Enable use of BitLocker authentication requiring preboot keyboard input on slates
Allow enhanced PINs for startup

Configure minimum PIN length for startup

Configure use of hardware-based encryption for operating system drives

Enforce drive encryption type on operating system drives

Configure use of passwords for operating system drives

Choose how BitLocker-protected operating system drives can be recovered
Configure TPM platform validation profile for BIOS-based firmware configurations
Configure TPM platform validation profile (Windows Vista, Windows Server 2008, Wind...
Configure TPM platform validation profile for native UEFI firmware configurations
Configure pre-boot recovery message and URL

Reset platform validation data after BitLocker recovery

Use enhanced Boot Configuration Data validation profile
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USE drive is required for start-up.
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Encryption -> Operating System Drives”

Asd b Ui SIS s ) el )

Operating System Drives

Require additional authentication at startup
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=[ Local Computer Policy O Not Configured

~ &l Computer Configuration

Software Settings ®) Enabled Www.mﬂﬂlllllllﬁﬂmfkﬂhiriﬁl

Windows Settings O Dissbled www.kabirict.com

Administrative Templates 5 edon:
UPPOTted on: | At least Windows Server 2008 R2 or Windows 7
| Control Panel s -

| Network

and Windows Vista)

_| Printers é
| Server Options: 0 Hel boot PIN.
Start Menu and Taskbar d input on slates
| System Allow BitLocker without a compatible TPM This policy setting allows you to configure whether BitLocker
(requires a password or a startup key on a requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you drives
Settings for computers with a TPM: turn on Bitlocker.

| Windows Components
| ActiveX Installer Servi USE flash drive]

| Add features to Wind

| App Package Deployr

“| App Privacy Configure TPM startup: MNote: Only ene of the additional authentication options can be

required at startup, otherwise a policy error occurs, ecovered

ApE Mintime Allow TPM -
| Application Compatil§
| AutoPlay Policies Configure TPM startup PIN:

e configurations

If you want to use BitLocker on a computer without a TPM, < Server 2008 Wind...

select the "Allow BitLocker without a compatible TPM" check .
Biometrics Allow startup PIN with TPM box. In this mode .either a password or a USl.S drive is required for

| BitLocker Drive Encry, start-up. When using a startup key, the key information used to

| Fied Data Drives ||| Configure TPM startup key: encrypt the drive is stored on the USE drive, creating a USE key.

‘When the USE key is inserted the access to the drive is

. Allow startup key with TPM authenticated and the drive is accessible. If the USB key is lost or
| Removable Data [ . unavailable or if you have forgotten the password then you will

| Camera Configure TPM startup key and PIN; need to use one of the BitLocker recovery options to access the

= Cloud Content drive,
ouasanen Allow startup key and PIN with TPM

e configurations

_| Operating System|

| Connect
| Credential User Interf:

On a computer with a compatible TPM, four types of

Cancel
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« v 1 % ControlPanel > All Control Panel ltems > BitLocker Drive Encryption

File Edit View Tools
Control Panel H - . .
PR AR BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

Windows 10 Pro 1709 64-bit (C) BitLocker off Www facehookcom/kabirict
www_kabirict.com

& Turn on BitLocker

~

Fixed data drives

E: BitLocker off

Choose how to unlock your drive at startup

Kabir (G9) BitLocker off @ Some settings are managed by your system administrator.

) i To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
Windows 7 Ultimate Pack USE flash drive each time you start your PC.

=> Insert a USB flash drive
Removable data drives - Bi

Insert a removable USE flash driv] —> Enter a password

*

Cancel
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